WH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIEHMS
HA O®PUILUAJIBHBIX UHTEPHET-PECYPCAX

C KaxIOpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBHUTHCS OOJbIE, a
IIKOJIbHUKM OJHU W3 CaMbIX AaKTHMBHBIX MoOJib30BaTenend Pynera. Mexny tew,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET W TPOOJIEMBI.
DTa naMAaTKa JO0JDKHA IOMOYb TeOe 0€301acHO HaXOAUTLCS B CETH.

KoMmnbrorepHbie BUPYChI

KomnbloTepHblii BUPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIHLHOU 0COOEHHOCTHIO KOTOPOU SBISETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO.
B pononHeHne xk 3TOMy, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTHIO YHUYTOKUTD
Bce (pailyibl U JaHHBIE, MTOJKOHTPOJILHBIE TTOJI30BATENI0, OT HMEHU KOTOPOTO ObliIa
3aMylieHa 3apakKeHHasl MporpamMMa, a TAKXKE MOBPEAUTh WIHM JaXEe YHUUTOXKUTh
ONEPALMOHHYIO CUCTEMY CO BceMH (aillamMu B 1esioM. B OoJIbIIMHCTBE Cily4yaeB
PacpOCTPaHSAIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo/b! 3alIUThI OT BPEIOHOCHBIX MPOrpaMM:

1. Wcnons3yidi COBpPEMEHHBIE ONEPAIMOHHBIE CHCTEMbI, MMEIOIIUE CEPbE3HbIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. TlocrosHHO ycTaHaBnuBaiW mo4yTH (IUGPOBBIE  3alJIaTKU, KOTOPHIC
ABTOMATHYECKM YCTAHABJIMBAIOTCA C LENbI0 JTOPAOOTKU MPOrpaMMbl) U JIpYyrue
OOHOBJICHUSI CBOEH omepalMoHHOW cuctembl. CkauuMBail HX TOJBKO €
opunmanpHoro caiita paspadorunka OC. Ecnu  cymiecTByeTr — pexuMm
aBTOMATHU4YECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha CcBOeM KOMIIBIOTEpPE TIOJI TMpaBaMH TOJIb30OBATENs, a He
aIMUHUCTpATOpa. OJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTPAMM
WHCTAJUTUPOBATHCS] HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnosib3yil  aHTUBUPYCHBIE  MPOTPAaMMHBIC  MOPOJIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpanuub PU3NUECKUN TOCTYN K KOMIBIOTEPY AJIsI HOCTOPOHHUX JIMII;

6. Mcnonb3yil BHELIHUME HOCHUTENIM MH(OpMaLUHU, Takue Kak (iemka, JUCK WU
daiin u3 uHTEpHETA, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEpHBIC (Dalbl, TOJYYCHHBIE U3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te aitbl, KOTOpbIe MpUCal TBOM 3HAKOMBIN. Jlydle yTounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cern WI-FI



Wi-Fi - 310 He BUJ mepeiaun JaHHBIX, HE TEXHOJIOTHs, @ BCETO JIMIIb OPEH]I,
Mapka. Eme B 1991 roay HuaepiaHickass KOMIAHUS 3aperucTpupoBaja OpeH.
"WECA", urto o6o3nauanio cioBocoueranue "Wireless Fidelity", kotopsrit
NEPEeBOIUTCS Kak "0ecrpOBOAHASI TOUHOCTD'.

Jlo Hamero BpeMeHu AomuIa apyras ab0peBuarypa, KoTopas SBJISETCS TaKOU
&Ke TexHosorue. Jto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHaapT Bbiciield 3BykoBoM TtexHuku Hi-Fi, uyto B mepeBoxe
O3Ha4yaeT ""BBICOKAsI TOYHOCTH'.

Ja, OecrnaTHBIM MHTEPHET-A0CTYN B Kade, OTesIX U adporopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIepThl CUMTAIOT,
yTo obmenoctymnubie Wi-Fi ceTu He sBsitoTCs 6€301acHBIMHU.

CoBeTsl 110 06€301acHOCTH Pa0OThI B 00MIeI0CTYHBIX ceTax Wi-fi:

1. He mepenagaii cBoto nuunyto nHpopmanuio yepes odmenoctynusie Wi-Fi cern.
PaGotas B HHX, >KeNaTelIbHO HE BBOJAUTH MAPOJM JIOCTYIA, JIOTMHBI U KaKHE-TO
HOMEDA;

2. Ucnonw3yit 1 0OHOBIISAN aHTUBUPYCHBIE MPOrpaMMbI U OpaHaMayep. Tem caMbiM
ThI 00€30MaculIb ce0sl OT 3aKaUKH BUpyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun @ynkumio "OOummit goctyn k daiinam u
npuntepam". JlanHasg (yHKUIMA 3aKpbiTa MO YMOJYaHHIO, OJHAKO HEKOTOpHIE
M0JIb30BATEIM aKTUBUPYIOT €€ JUIsl y100CTBa UCTIOIb30BaHMsI B paboTe Win yueoe;
4. He ucnonb3yit myonuunsii WI-FI nns nmepepgaun JTUYHBIX JAAHHBIX, HAPUMED
JUISL BBIXO/IA B COLIMAJIBHBIE CETH UIIU B DJIEKTPOHHYIO IIOUTY;

5. Ucnonb3yi Tosbko 3ammiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-ajipeca BBOAM UMEHHO "https://";

6. B wmoOwnbHOM Tenedone orkaroun ¢GyHkmmoo Tlogkmouenne k  Wi-Fi
aproMarnuecku". He momyckail aBTOMaTHMYe€CKOTO MOJKIIOYEHUsI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

ConnajbHbIe CeTH

CoumayibHbI€ CETH aKTUBHO BXOJISIT B HAIIly KU3Hb, MHOTHE JIFOJU PabOTaIOT
U JKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3aperucrpupoBan MuLidap/] 4eaoBek,
YTO SIBJISICTCSI OJHOM CEAbMOM BCEX JKUTEJICH IIaHeThl. MHOTHe MoJIb30BaTean HE
MOHUMAIOT, YTO WHGOpMAIHs, pa3MENIeHHas MU B COITMAIBHBIX CETAX, MOXKET
ObITh HalJieHA W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTeIbHO C
0JIaruMy HaMEpEHHUSIMHU.

OCHOBHBIE COBETHI 110 O€30IIaCHOCTH B COIIMAJIbHBIX CETSIX:



1. Orpannub cnucok apy3ei. Y 1e0s B Apy3bSX HE JOJDKHO OBITh CIy4YailHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammuiail cBol 4YacTHyIO >ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXKACHUS M JPYTYIO JUYHYIO HHPOpMALUIO. 3JIOYMBIIIJICHHUKA
MOTYT HCITOJIB30BaTh Jaxe WHOOPMAIIMI0O O TOM, KaK Thl W TBOHM POAUTEIN
IJIAHUPYETE TPOBECTH KAHUKYIIBI;

3. 3ammimail CBOIO pEIMyTaIvio - JIEpKH €€ B YHCTOTE M 3ajJaBail cebe BOmpoc:
XxoTen Obl Thl, YTOOBI JPYrue€ TMOJH30BATENN BHUACIHU, YTO Thl 3arpykaeiib?
[Togymaii, mpexkie 4eM 4TO-TO OMyOJIMKOBATh, HANIMCATD U 3arpy3UTh;

4. Ecnu Thl TOBOPHWILL C JIOJbMHU, KOTOPBIX HE 3HAEllb, HE MCHOJB3YH CBOE
peajgbHOE UMS U IPYTYIO JIMYHYIO0 MHQOpPMALMU: UMS, MECTO KHUTEJIbCTBA, MECTO
y4eOBbl U Ipoyee;

5. U3Geraii pasmemenus ¢otorpaduit B MHTEpHETE, TAe ThI M300paxkeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OTPEIEIUTh TBOE MECTOIOJIOKECHUE;

6. Ilpu peructpanuu B COIMATBHOW CETH HEOOXOJMMO HCIIOIBH30BATH CIIOKHBIE
NapoJiv, COCTOSIME U3 OYKB U U(P U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. Jlna comuaibHOM CETH, MOYTHl U JAPYTUX CAaWTOB HEOOXOIUMO HCMOJIb30BATh
pazHble maponu. Torga ecid TeOs B3JIOMAIOT, TO 3JOYMBIIUJICHHUKH MOJIy4aT
JIOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBbIE JeHbIH

DJEKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CHOCOO IIATEKEH, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JIEHbIH.

DNEeKTPOHHBIE JEHBIUW MOSBWIMCH COBCEM HEJABHO W MMEHHO H3-3a 3TOrO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKUHOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
UX Pa3JesioT HAa HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHHMMHbIE. PazHuia B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs NpoBOIUTh onepanuu 0e3
uAeHTU(UKAIIMK [TOJIb30BATENs], @ B HEAHOHUMHBIX UJICHTU(HUKALIMS TOJIb30BaTels
SBIIIETCS 005A3aTEIBHOM.

Taxxke crnenyer pas3idyaTh JJIEKTPOHHbIE (QuUaTHble JCHbI'M (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) W 3JEKTPOHHbIE He(HUaTHbIE JEHbIM (HE PpPaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI 10 O€30MacHON paboTe C INMEKTPOHHBIMU JAEHbIAMU:

1. TlpuBsbku K cueTy MOOWIBHBIN Teae@oH. DTO camblii yAOOHBIA M OBICTPHIN

CIoco0 BOCCTAHOBHUTH AOCTYIN K cuery. IIpuBsizaHHBIN TenedoH MOMOXKET, eClu
3a0yJelb CBOM IUIATEKHBIM Mapojib WJIM 3aijellb Ha CalT ¢ HE3HAKOMOIO
YCTPOUCTBA;



2. Hcnonb3yit onHopa3zoBbie maponu. Ilocrme mepexona Ha  yCUIIEHHYIO
aBTOpU3aIMi0 TeOe yke He OyneT yrpo’kaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEAKHOTO MapOIs;

3. BeiOepu cioxHbIi maposs. [IpectynHukam OyaeT He TPOCTO YrajaaTh CIOKHBIN
napoJib. HajexxHple maponu - 3T0 maposik, KOTOPBIE COAEPKAT HE MEHEE § 3HAKOB
U BKJIOYAIOT B ce0s CTPOYHBIE M MPOMHUCHBbIE OYKBBI, HU(PPBI U HECKOJIBKO
CHUMBOJIOB, TaKuM€ Kak 3HAK Jo0Julapa, (yHTa, BOCKIMIATEIbHBIA 3HAK U T.II
Hanpuwmep, $tROng!;;

4. He BBOIM CBOM JINUHBIE JAHHBIE HA CalTax, KOTOPHIM HE TOBEPSIEIb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTUS U MPEIOCTABISIEMBIE €10 YCIYTH IO
MIEPECHUIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIC PACTIPEIEIISIOTCS B
KOMIBIOTEpHOW ceTh. OOBIYHO JJICKTPOHHBIA TIOYTOBBIM SIIUK BBITJISIAT
CIEAYIOIIUM 00pa3oM: UMs_T0JIb30BaTeNsA(@uMsl_JIoMeHa. Takxke KpoMe rnepenadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh TIepeiaBaTh (Paiibl.

OcHOBHBIE COBETHI 110 0€3011aCHOM padOTE ¢ DJIIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh MpaBWIIBHBIN MOUYTOBBIA cepBUC. B mHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlIE TOBEPATH TEM, KOIO
3HAeUIb U KTO IIEPBbIM B PEUTHHTIE;

2. He ykas3piBail B NUYHON mouTe JU4HYI0 HHPopmanmio. Hanmpumep, mydire
BBIOpaTh "My3bIKaNIbHBINA (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Mcnonp3yil IBYX3TAallHYIO aBTOPHM3aLMI0. JTO KOIJAa MOMHUMO IApOJIsl HY’KHO
BBOJIUTH KOJI, MpUChIIaeMblid 1o SMS;

4. BriOepu CJI0XKHBIN Mapoab. s Kaka0ro MOYTOBOTO SIIHUKA JIOJKEH ObITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Ecnu ecTh BO3MOKHOCTH HAIlMCaTh CAMOMY CBOM JIMYHBIA BOIPOC, UCHOJIb3YH
3Ty BO3MOXKHOCTb;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBBIil 111 4aCTHOW MEPENHUCKU C
agpecatamy, KOTOPbIM Thl JOBEpSACIIb. OJTO DJIEKTPOHHBIA aApec HE HaJo
UCIOJIb30BaTh IIPU PErUCTpallMK Ha (popyMax U caiTax;

7. He oTkpbiBail Qaiiibl U Apyrue BIOKEHUS B MUChMAaXx, aKe €CIIM OHU MPUIILIA
OT TBOMX JApy3ei. Jlydlilie yTouHU y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (halibl;

8. Ilocne okoHUaHuUsl pabOTHI HA MOYTOBOM CEPBHCE IMEPEN 3aKPhITHEM BKIIAJKU C
caiiToM He 3a0yab HaKaTh Ha "BeriT".

KubepOysimHr MM BUPTYaJIbHOE U3/1€BATEJIbCTBO



KubepOyIauHr - mpecienoBaHHe COOOIIEHUSMHU, COAEPIKAIIUMHU OCKOPOJICHHUS,

arpeccuro, 3alyTuBaHue; XyJUTaHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C TTOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.
OCHOBHBIE COBETHI 110 00pKOE ¢ KNOEPOYINIMHTOM:

1. He Gpocaiics B 60it. Jlyummuii coco0: mocoBeToBaThCSA Kak ceOst BECTH U, €CITU
HET TOro, K KOMY MOYXHO OOpaTUThCs, TO BHaYajle YCIIOKOUThCA. Eciii Thl HauHelb
OTBEUYaTh OCKOPOJICHUSMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIE Pa30KKelllb
KOH(JIUKT;

2. Yrpagisi cBoel kubeppenyTaiuei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKAyHTOM;

4. He cTtouT BecTH XyJIUTaHCKHI oOpa3 BUPTyaJdbHOW >KuU3HU. VHTepHeT
¢ukcupyeT Bce TBOM JACWUCTBUA M COXpaHsSET HX. YJaIUTh HUX OyneT KpaiiHe
3aTPyAHUTEINBHO;

5. Cobnroait CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHu4HbIM HeraTtuB. OqHOpPAa30BbIe OCKOPOUTEIBHBIE COOOIICHUS
Jdyuuie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4ajabHOUM CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHHSIMHU, B
COLIMATIBHBIX CETSX €CTh BO3MOXKHOCTb OJOKHPOBKHM OTIPAaBKH COOOIIEHUH C
ONPEIEIEHHBIX aAPECOB;

8. Ecnmu T1bl cBuaerenb kuOepOysuinHra. TBOM NEHCTBUS: BBICTYIUTh NPOTHB
npeciieloBaTeNs, MOoKa3aTb €My, YTO €ro JACHCTBUS OLIEHUBAIOTCS HETaTUBHO,
NOJAJIepXKaTh KEPTBY, KOTOPOM HYKHA IICUXOJOTHYECKAs] MOMOIb, COOOIIUTH
B3pOCJBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIN TesedoH

CoBpemenHble cMapT(HOHBI U TUTAHLIETHI COJIEPKAT B c€O€ BIIOIHE B3POCIBIN
(GYHKIIMOHAJ, M TeHmepb OHU MOTYT KOHKYPHUpPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OJJHAKO, CPEACTB 3aUIUTHI JJI1 OJ0OHBIX YCTPOUCTB MOKA OYEHb
Mano. TectupoBaHMe M TIOMCK YSA3BUMOCTEl B HHMX TPOUCXOJUT HE Tak
MHTEHCUBHO, Kak aiis [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXKe MPAaKTHYECKH JOTHAJIM
HACTOJIbHBIE AHAJIOTM, OJIHAKO pacliupeHue (yHKIMOHANa BIEYET 3a CoOoM
OO0JIBILYIO CII0)KHOCTh M MEHBIIYIO 3aIIUILIEHHOCTb.

Jlanieko He Bce NPOU3BOIUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKpBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JUlsl 0€300aCHOCTH MOOUIBHOIO TesedoHa:




Huuero He sBisieTcst mo-HacTosimemMy OecriiaTHbIM. bysib 0CTOpOXXeH, Bedb
Korja Tede mpeasiaratoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKHe-
TO IJIATHBIE YCITYTH;

Hymaii, npexe yeM otnpaBuTb SMS, ¢oto unu Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OYIyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAITMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcrnionp3yit aHTUBUPYCHBIE TTPOTPAMMBI JIsI MOOUIILHBIX TEIE(OHOB;

He 3arpyxaii npunokeHusi OT HEU3BECTHOI'O MCTOYHUKA, BEb OHU MOTYT
coJiepaTh BPEJIOHOCHOE MPOTPpaMMHOE 00eCIIeYEHUE;

[Toce Toro Kak Thl BBIMJICIIIB C CaiiTa, I/i€ BBOJIWI JIMUYHYIO HH(POpMaIIHio, 3aiiu B
HacTpoiku Opaysepa u yaanu cookies;

[lepuoguyeckn MpoOBepsiii, KakWe IUIATHBIC YCIYTM AKTUBUPOBAHbBI HAa TBOEM
HOMEDE;

JaBaii cBOil HOMEp MOOHIIBHOTO Tele(OHA TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpSCIIIb;

Bluetooth momken ObITH BBIKIIFOYEH, KOTJIA Thl UM HE MoOJib3yelibes. He 3a0biBait
WHOTI' /1A IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAH-UTPBI - 3TO KpacOYHbIE, 3aXBaTHIBAIOIINE
pa3BieUeHUs, OOBEIUHAIONIME COTHH ThICSU 4YEJIOBEK MO Bcemy mupy. Urpoku
UCCIIEAYIOT JaHHBIA UM MHUp, OOLIAIOTCA APYr C JAPYroM, BBITOJHSIOT 3a/aHus,
CpaXaroTcs C MOHCTPaMHU U TOJIyYalOT ONBIT. 32 YAOBOJILCTBHE OHHU ILIATAT:
MOKYHAIOT JTUCK, OIUIAYMBAIOT A0OHEMEHT WJIM PUOOPETAIOT KaKUe-TO OMIIHH.

Bce aTu cpencTBa MAyT Ha MOAJEpKAHWE W PA3BUTHE UTPHI, a TaKXkKe Ha camy
0€30I1acCHOCTh: COBEPUICHCTBYIOTCS CHUCTEMbI aBTOPH3AIMH, BBITYCKAIOTCS HOBbBIE
naTuu (IUQpoBbIe 3aMIaTKU I IPOrPaMM), 3aKPhIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOUT oOmacaThCsi HE CTOJBKO CBOMX COINEPHUKOB,
CKOJIbKO KPa)KM TBOETO Mapojisi, Ha KOTOPOM OCHOBAaHAa CHUCTEMa aBTOPH3AIMU
OOJBIIMHCTBA UTP.

OCHOBHbBIE COBETHI IO OE30MACHOCTH TBOETO UIPOBOTO aKKAYHTA:

1. Eciu apyroii urpok BeAeT cels IUIOXO WM co3JaeT TeOe HENmpHUsITHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. Iloxanyiicss aaMUHUCTpATOpaM HWIPhl HA IJIOXO€ IOBEICHUE 3TOr0 HUIPOKa,
YKETATEIbHO MPUIOKUTh KAaKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1nunHyto nHGOpMaIUio B podaiisie urpsi;

4. YBaxai Ipyrux y4acCTHUKOB I10 UTPE;

5. He ycranaBiuBait HeouiiMaabHbIC MaTYd U MOJIBI;



6. Mcrionb3yil ClI0KHBIE U Pa3HbIE APOJIH;
7. Jdaxe BO BpeMs UIpbl HE CTOUT OTKJIIOUATh aHTUBUPYC. [1oka ThI urpaeiib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

@OUINUHT WIH Kpaxka JUIHbIX JaHHbIX

OObIYHOM Kpaskel JeHET M JOKYMEHTOB CETOJIHA y>K€ HUKOTO HE yIWBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JI0yMBIIUIEHHUKH NEPEMECTUINCh B
WHTEPHET, U MPOJA0JIKAIOT 3aHUMAThCA "THOOUMBIM" JIETIOM.

Tak mosBuiIach HOBas yrposa: MHTEPHET-MOIIEHHHYECTBA WM (DUIIMHT,
rJIaBHas IIe7b KOTOPOTO COCTOUT B MOJYYCHHU KOH(HUICHIHAIBHBIX JaHHBIX
N0JIb30BaTeNeH - JIOTHHOB U mapodieil. Ha anrnuiickom si3bike phishing untaercs
kak gumuHr (ot fishing - peiOHas n0Bs, password - MapoJp).

OCHOBHBIE COBETHI 110 00pbOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mopo3peBaelib, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKMPOBAaTh €€ U COOOUIUTHh aJIMHUHHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonw3yil Oe3omacHele BeO-CaliTbl, B TOM 4YHCJIE, MHTEPHET-Mara3uHoB HU
MIOMCKOBBIX CUCTEM;

3. Ucnonb3yit cnokHble U pa3Hble nmapoiu. Takum oOpazom, eciiv Te0s B3IOMAIOT,
TO 3JIOYMBIIIJIEHHUKU TIOJy4YaT HOCTYII TOJBKO K OJTHOMY TBOEMY MPO(]UITIO B CETH,
a HE KO BCEM;

4. Ecnu Tebst B3oOManu, TO HEOOXOJUMO IPEIYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBI€ 100aBJICHBI y T€OsI B APY3bSAX, O TOM, YTO T€OS B3JIOMAJIA U, BO3MOKHO,
OT TBOETO UMEHH OyJIET pacChlIaThCS CIIaM U CCBUIKU Ha (PUILMHIOBBIE CAMTHI;

5. YcranoBu Hagexubli napoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKJII04YM cOXpaHEHHe MapoJisi B Opaysepe;

7. He oTkpbIBaii (aiiyiel U APyrUe BIOKEHUS B MHChMaXx, JaXe €CIU OHU MPUIILIN
OT TBOMX JApy3el. JIyuine yTouHu y HUX, OTIIPaBIIsUIM JIU OHU TeOe 3TU (aiiiibl.

In¢pposas penyranus

[{udposas permyTarus - 3TO HETaTUBHAS WJIM TMO3UTHBHAS MH(POpMAIus B
cetu o tebe. Kommpomerupyromas uHbopmaius, pa3MelleHHas B HHTEPHETE,
MOXKET CEpPBhE3HBIM 00Pa30M OTPa3UThCA Ha TBOeW peanbHOU ku3HU. "lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIM (popmupyercs u3 nndopmaiuu o tede B
UHTEPHETE.

TBoe MecTo JKUTEIbCTBA, Yy4eObl, TBOE (PUHAHCOBOE IIOJIOKCHHE,
O0COOEHHOCTH XapaKkTepa M paccKa3bl O OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.



MHorre MOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJUKAIMU JINYHOU
uHpopmaiuu B MHTEepHeTe, HE MOHUMAas BO3MOXHBIX mocieAcTBU. Thl naxe He
CMO3KeEIllb JIOTaaThcsa O TOM, YyTO QoTrorpadusi, pa3MelieHHas 5 JeT Ha3aj, cTaja
NPUYUHON OTKAa3a MPUHATH T€0s HA paldoTy.

KommenTapuu, pasmenienne TBoux (otorpaduii u 1pyrue I1eHCTBUS MOTYT
HE HMCYE3HYTh JIa)K€ IOCJE TOro, KaKk Thl WX yJAaluilb. Thl HE 3Haellb, KTO
COXpaHWI »OTy WHGOPMAIMIO, TOMaja JU OHA B TIIOMCKOBBIE CHCTEMBI U
COXpaHWJIach JU OHA, a TJABHOE: YTO MOJYyMaroT O TeOe OKpY’Kalollue JIIOJIH,
KOTOpbIE HAaWAyT W yBUIAAT 3To. HaliTh nHpOpMaIuio MHOTO JIET CIyCTS CMOXKET
J000H - Kak U3 J0OPBIX MOOYXJIEHUN, TaK U C HAMEPEHUEM NMMPUUYUHHUTH BPEl. ITO
MOKET OBITh KTO YT'OJIHO.

OCHOBHBIE COBETHI IO 3aIUTE U(PPOBOY pEmyTaIUu:

1. [Togymaii, mpex e ueM 4To-TO MyOIMKOBATh U MepeaaBaTh y ce0s B Ojore uim B
COIIMAJIbHOM CETH;

2. B nmactpotikax npouiis yCTaHOBH OTPAaHUYCHUSI HA TTPOCMOTP TBOETO TPOdHis
1 €T0 COAEPKUMOr0, CAETIal ero TOIbKO "1y 1py3eit';

3. He pa3memaii 1 He yKa3biBail WH(OpMaIMIO, KOTOpask MOXET KOTo-JIu0o
OCKOPOJISITH UM OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE IIKOJBHUKM - AaKTHUBHBIE IOJIb30BaTeId  IUGPOBOTO
npocTpancTBa. OIHAKO JaJ€Ko HE BCE 3HAKOT, YTO IOJIb30BAHHME MHOTUMU
BO3MOXHOCTSIMM  LM(poBOoro  mMupa TpeOdyeT  coONoAeHUs  TpaB  Ha
MHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyaldbHasT COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHUSM YEJOBEUECKOr0 yYMa, HayMHasi C HOBBIX H300pETEHHIl U 3HAKOB,
0003HaYaMNUX COOCTBEHHOCTh HA MPOAYKTHl U YCIYTH, U 3aKaHUYMBAas KHUTAMH,
dboTorpadusmMu, KHHOPUIEMAMHU 1 MY3bIKAIBHBIMU MTPOU3BEICHUSMH.

ABTOpCKHE MpaBa - ATO MpaBa HA HUHTEIUVIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IPOU3BEJEHUSI HAYKHU, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B
KaueCTBE TapaHTHH TOTO, YTO HMHTEJUIEKTYaJlbHBIN/TBOPUECKU TPYyJl aBTOpa HE
OyJeT HampacHbIM, JacT €My CIpaBeJIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTaTax CBOETOo TPyJAa, MOJIYYUTh H3BECTHOCTh M mNpu3HaHue. Hukro 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIPOHU3BOAMTH €ro  NPOU3BEACHHE,
pacmpocTpaHsiTh, MTyOJUYHO JIEMOHCTPUPOBATH, IMPOJaBaTh, HMIIOPTUPOBATH,
yCKaTh B MPOKAT, IMyOJMYHO HCIOJHSTH, MOKAa3bIBATh/UCHOJIHATh B 3QUpe WiIn
pasMetars B IHTEepHeTE.



Hcnonp3oBanne '"mupaTckoro" MpPOrpaMMHOTIO  OOECMEYEeHHUS  MOXKET
IIPUBECTM K MHOTMM pHCKaM: OT IIOTEPU JAaHHBIX K TBOMM AaKKAayHTaM J0
OJIOKUPOBKM TBOETO YCTPOMICTBA, I'/le€ YCTAaHOBJIEHA HellerajipHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYILECTBYIOT JIETAIBHBIE U OECIJIATHBIE IIPOIPAMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CeTeBHYOK.p(] - TBOU I1aBHBI COBETUYMK B CETU. 31E€Ch Thl MOXELIb y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYNHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHSITH y4acTHE B
KOHKYpCax M CTaTh CaMbIM ITU(PPOBBIM IpaskJaHUHOM !



